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MpunoxeHue

METOOAWYECKWE PEKOMEHOALUN
O PASMELLEHMN HA UH®OPMALIMOHHbIX CTEHAAX, OPULIUATIbHbIX
WHTEPHET-CANTAX U OPYTUX MHO®OPMALIMOHHbIX PECYPCAX
OBLEOBPA30BATEJIbHbIX OPTAHU3ALIUX N OPTAHOB, OCYLLECTBNAIOLLNX
YNPABNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMACHOM
NOBEOEHUU N UICNOJNIb30OBAHUU CETU "MHTEPHET"

Okcneptamn n udneHamun BpemeHHon komuccum CoeTa Pepepauum no pasBuTUO MHGOPMAaLMOHHOIO
obLlecTBa B pamkax BbINOMHEHUA peKOMeHAaUNA NapnaMeHTCKUX criyllaHuin "AkTyansHble BOMpockl obecneyeHunst
6e30nacHOCTU U pa3BUTUSA AeTeln B MHOpMaLVOHHOM npocTpaHcTee", koTopble npownu B CoseTte ®enepauuun 17
anpena 2017 r., 6binn paspaboTaHbl MeToOMYECKME PEeKOMEeHAauunm O pasMelleHUn Ha WHAOPMAaLMOHHbIX
cTeHOax, oduuManbHbIX WHTEpPHET-canTax W Jpyrux MHAPOPMALMOHHBIX pecypcax oblieobpasoBaTenbHbIX
OpraHusaumi 1 OpraHoB, OCYLLECTBISIOWMX ynpaereHune B cdepe obpasoBaHus, MHdopmaumm o 6esonacHom
noBefEeHUN N UCNONb30BaHUN ceTn "MIHTepHeT" (Oanee - METOANYECKME PEKOMEHAALINN).

MeToanuyeckne pekoMeHAauuM HarnpaBfeHbl Ha KayeCTBEHHOE MOBbILWEHNE YPOBHS WMHAOPMALMOHHON
aearenbHocTu oOuweobpasoBaTenbHbIX OpraHM3aLui M OpraHoB, OCYLLUECTBASAKLWUX YynpaBneHue B cdepe
obpasoBaHus, B 4YacT WHAOPMUPOBaHUS yyaluMXCs, WX poauTenen (3akoHHbIX MpeacTaBuTenen) u
neparormyecknx paboTHMKoB 06 OCHOBHbIX acnekTax MHpopMaLMOHHON 6e30nacHOCTK.

MeToanyeckne pekoMeHaaumm no3BonAT  obuwieobpasoBaTenbHbIM - OpraHusaumsMm U - opraHam,
OCYLLECTBMAKOWMM ynpasrneHne B cdepe obpasoBaHus, akTyanMampoBaTb yXKe MCNoNb3yemble U pa3MeLLeHHble
NMHOPMALMOHHbIE MaTepuarbl, Tak U MOATOTOBUTb MX B Clyvae WX OTCYTCTBUS C Y4ETOM NyYLUMX NPaKTUK U
pekomeHaaunin.

B pamkax meTogmyecknx pekoMeHgaumi pacCcMaTpuBalTCs cnegyowme MHCTPYMEHTbI:

1. NHpOpMaALMOHHBbIE CTEHAbI;

2. ocbuuymanbHble UHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBoOv MHGOPMaLMK (LUKOMNbHbIE ra3eThl, Neaarormieckne n3gaHus u gpyrue).

UHdopmaumoHHble cTeHObl

Ha wuHdopmauunoHHbIX cTeHgax B 00LieobpasoBaTenbHbIX OpraHM3auusix, PacrnofioXeHHbIX B done
YUPEXOEHMIA M B KabMHEeTax, OCHALLEHHbIX MepCOoHasrlbHbIMU YCTPOMCTBaMM ANisi Bbixoda B ceTb "MHTepHeT",
pekomMeHayeTCsi pasMecTUTb WH(OPMAaUMOHHBIE MaMsSTKW, COAepKaliue OCHOBHble COBETbl MO obecrnevyeHuto
NMHGOPMAaLIMOHHOM 6Ee30MacHOCTY yYaLLMXCS.

B NPUIoOXeHnn N 1 K MeToguyeckmum pexkoMmeHaaunam npencrasiieH o6pa3eu, NamMATKM And pa3MelleHna Ha




MHOPMALIMOHHBIX CTEHaX.

CpencrtBa MmaccoBon uHdopmaLmm

B cpeactBax MaccoBOM MH(OPMaLUWUM, OPUEHTUPOBaHHbLIX Ha OOYYalOLMXCS, PEKOMEHOYETCA B TeYeHue
y4ebHOro rofa perynsipHo nyGnukoBaTb MHOPMaLMOHHbIE MaTepuarsibl, MOCBSLIEHHbIE OTAENbHbIM acrnekTam
MHcpopMaLMOHHON 6e30MacHOCTH, a Takke pasfMyHble NamMsATKM ObLLEero xapakrepa.

B cpeactBax MmaccoBol MHGOPMaUUM, OPWEHTUPOBAHHBLIX Ha MNeAarorMyeckyld ObLEeCTBEHHOCTb,
pekomeHOyeTcs B TeyeHMe KaneHJapHoro roga perynspHo nybnukoBaTb WH(OPMAaLMOHHbIE MaTepuans,
NOCBSILLEHHbIE OTAeNbHbIM acnekTaM WMHMOPMALMOHHON 6e30MNacHOCTU Kak HeCOBEPLUEHHOMETHUX, Tak U
obleobpasoBaTenbHbIX OpraHM3auuiA, a TawkKke pasfuyHble namsATkM, 0630pbl  HOPMAaTUBHO-MPaABOBOIO
perynvpoBaHust 4aHHOW cdhepbl U MHGOPMAaLMIO O akTyarbHbIX MEPONPUSATUAX U COBbITUSX B AaHHOW cdepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cetn "VIHTepHeT" pekomeHayeTcs obecneuvnTtb
BbINYCK TEMATUYECKOro BbiMycka CpeAcTBa MacCcoBOW MHopmauum nnbo cepum nybnvkauun, cpeam KoTopbixX
paccMOTPETb OPraHM30BaHHbIE MEPONPUATUA ANa 00yyaroLmnxcs, UX poanTenen (3akoHHbIX npeacraButenemn) u
negarornyeckom obLLeCcTBEHHOCTH.

OdbmumanbHble UHTepHeT-pecypcbl

OOwweobpa3oBaTerbHEIM  OpraHn3aLmsM pPeKoOMeHAYETCA Ha CBOMX odmumnanbHbix WIHTepHeT-pecypcax
obecneunts YHKUMOHUPOBAHME CaMOCTOATENBLHOrO U CrneuManuanpoBaHHoOro pasgena "MHgopmaumoHHas
6e3onacHoOCTL", B paMKax KOTOPOro npeaycMoTpeTb pasMeLleHue cneayollen nHdpopmaumm:

N Paspen/nogpasgen | ®opmaT npeacraBneHus CopepxaHune matepumanos
mMaTepuanos
1. |JlokanbHbie Konuu JOKyMeHTOB B PaameLyaroTcsa Konnm OKYMEHTOB, T.€.

HOopMaTMBHble akTbl B | bopmaTe *PDF CKaHUPOBaHHbI BapuaHT AOKYMEHTA,
chepe obecneyeHus COOTBETCTBYIOLLNI TpeOOBaHNAM K
WMHPOPMaLIMOHHON napameTpamM CKaHUpPOBaHUS.
BGesonacHocTn Pa3meLluaoTcs AOKYMEHTHI,
obyuatomuxcs pernameHTUpytoLLne opraHu3aLuo n

paboTy ¢ nepcoHanbHbIMU AaHHbIMMU,
nnaHbl MeponpuaTuii No obecneveHnto
WHpopMaLMOHHONM 6e3onacHOCTU
obyuvaroLmxcsa u gpyrue.

2. |HopmatusHoe Konunn nOKyMeHTOB B My6nukytoTcsa akTyanbHble CBEAEHUS O
perynupoBaHue dopmaTte *PDF denepanbHbIX U perMoHanbHbIX 3aKoHax,
nMcbMax opraHoB BnacTu u gpyrue
HOPMaTUBHO-NPaBOBbIE JOKYMEHTHI,
pernameHTupyloLmne obecneyeHve
WMHpopMaLMOHHONM Be3onacHOCTU
HecoBepLUeHHONeTHMX. [lonyckaeTcs
BMECTO KOMUI pa3meLlaTb rMnepcChbinkn Ha
COOTBETCTBYIOLLNE AOKYMEHThBI Ha canTax
OpraHoB rocy4apCTBEHHOW BNacTw.

3. |Meparorudeckmum TekcT Ha cTpaHuue PasmeluaroTcs meTognyeckue
paboTHMKam canTa pekomMeHAaumMm 1 yKkasbiBaeTcs
Konuu gokymeHTOB B MHdOopMaLNs O MEPONPUATUSIX, MPOEKTaXx
dopmaTte *PDF W nporpaMmmax, HanpaBfeHHbIX Ha

nosblLLeHNE MHOPMaLMOHHOM
rPaMoTHOCTM NeJarorn4eckux paboTHNKOB.

4. | Obyvarowumcs TekcT Ha cTpaHuue Pa3meluaetcs MHbopMaunoHHas namsaTka
caunTa (npunoxeHue N 2) n ykasbiBaeTcs
MHGOpMaLMs O MEPONPUATUSIX, MPOEKTaXx




1 NporpaMmmax, HanpafeHHbIX Ha
nosblLLeHne MHPOPMaLMOHHOM
rPamMoOTHOCTM 00y4atoLNXCS.

5. Pogutensam (3akoHHbIM | TEKCT Ha cTpaHuue PaamelLaeTca nHpopmMaumoHHasa namsaTka
npeacraBuUTeENsAM) caunTa (npunoxenue N 3).
obyuatomuxcs

6. |[Oetckue 6e3onacHble | TEKCT Ha CTpaHuue Paamelyaetca nHdbopmauus o
canTbl canTta pekoMeHAyeMbIX K MICNOSb30BaHUIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
©aHHepbl 6e30nacHbIX AETCKMUX CanToB.

OpraHam, ocyLLecTBRSOLWMM yrnpaBreHme B cchepe ob6pa3oBaHUsi, peKOMeHAYeTCs Ha CBOUX odpuumanbHbIX
WHTepHeT-pecypcax obecneuntb (YHKUMOHUPOBAHWE CaMOCTOSITENIBHOMO M CrneuvanvM3vpoBaHHOIO pasgena
"HdopmaLrmoHHasa 6e3onacHOCTL", B paMkax KOTOPOro NpeaycMoTpeTh pasMmelleHre cnegyroLlen nHpopmaumm:

Mpunoxexne N 1

MAMATKA )
ANS OBYHAIOLLMXCS OB MUHOOPMALIMOHHOWN BE3ONACHOCTY AETEN

HENb3A

1. Bcem nogpsig coobuiatb CBOK 4acTHy MHopMaumio (HacTodwme mums, damunuio, TenedoH, agpec,
HOMep LLKOSbI, a Takke dhoTorpadun cBou, CBOEN CeMbM U Apy3ent);

2. OTKpbIBaTb BNOXEHHbLIE ddalsbl 3NIEKTPOHHOM NMOYTbLI, KOrga He 3Haellb OTNpaBUTENS;
3. IpybuTh, NpuamMpaThCs, OKka3biBaTb AaBMEHME - BECTU cebsi HEBEXITMBO U arpeCcCuBHO;
4. He pacnopsikanca geHbramm TBoen cembi 6€3 paspeLleHuns cTaplumx - Bcerga cnpalumBan poantenen;

5. He BcTpevainca ¢ VIHTepHET-3HAKOMbIMKU B pearnibHOW XKW3HW - NMOCOBETYNCS CO B3POCHbIM, KOTOPOMY
Josepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewb o cebe HenpaBay B VIHTepHeTe - coobwm 06 3TOM CBOMM POAUTENSIM
UNn onekyHam;

2. MpurnawwatoT nepenucebiBaTbCs, Urpatb, 06MEHUBATLCS - MPOBEPL, HET N NOABOXA;
3. HesakoHHOe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpga pacckasbiBai B3pocrbiM 0 Npobrnemax B CeTu - OHW BCceraa noMoryT;

5. Ncnonb3yit HacTporikn 6e30MacHOCTM U NMPUBATHOCTW, YTOBOLI HE MOTEPATH CBOU aKKayHTbl B COLICETSX U
Apyrux noprtanax.

MOXHO
1. YBaxawn gpyrux nosnb3oBaTtenenu;
2. Monb3ayeubca NHTEPHET-UCTOYHUKOM - erialn CChIfKy Ha Hero;

3. OTKpbIBaN TONBKO T€ CChISIKK, B KOTOPbLIX YBEPEH;




4. O6waTbCs 3a NOMOLLbIO B3POCIbIM - poanTenun, onekyHbl 1 agMMHUCTpPauna camnToB Bcerga NOMOTYT;,

5. Mponan oby4veHne Ha canTe "CeTeBMYOK" M NOMYYN NacnopT LMGPOBOro rpaxgaHuHal

Mpunoxexne N 2

WH®OPMALIMOHHAA NMAMATKA
AOnA OBYYAKOLUKXCA ONnA PASMELLEHUA
HA O®ULINATBbHbBIX UHTEPHET-PECYPCAX

C KkaxgblM rogoM MOSIOAEXN B MHTEpPpHEeTe CTaHOBUTbLCA Gornblue, a WKOMbHUKA OOHU M3 CaMblX aKTUBHbIX
nonb3oBartenemn PyHeTa. Me>|</:|,y TéM, MNOMMMO OIFpOMHOIo0 KoJin4ecTBa BO3MOXHOCTEN, MHTEpPHET HeceT WU
I'IpOﬁJ'IGMbI. OTa namaTka gormkHa nomoyb Tebe 6e3onacHo HaxoauTbLCS B CETMU.

KOMﬂbIOTeprIe BUPYCbI

KOMI'IbIOTeprIIZ BMPYC - 3TO pPa3HOBMAHOCTb KOMMbKTEPHbIX NporpamMmm, OTNNYNTENBHON OCOBEHHOCTLIO
KOTOpOIZ SABMSETCA CNOCOBHOCTb K Pa3MHOXEHUIO. B pononHeHue k 3TOMY, BUPYCbl MOTyT noBpeguTb WA
NONTHOCTbKD YHUYTOXUTb BCEe (*)aﬁj'lbl MW OaHHble, NOAKOHTPOJIbHbIEe MNOJib30BaATENMO, OT MMEHU KOTOpPOro Obina
3anyuieHa 3apaxXeHHad nporpamMmMa, a Takke nospeanTb Unn gaxe yHUYTOXnUTb onepaunoHHYK CUCTEMY CO BCEMU
(baIZJ'IaMI/I B Luenom. B 6onblumHcTBE cny4daeB pacnpoCTPaHAKTCA BUPYChbl Yepe3 MHTEePHET.

MeToab! 3awuTbl OT BPEOOHOCHbLIX nporpamMmm:

1. Vcnonb3yin COBPEMEHHbIE OMEPALMOHHbIE CUCTEMbI, MMEKLLNE CEPbE3HbIA YPOBEHb 3alUTbl OT
BPEOOHOCHbIX NPorpamm;

2. TocTosAHHO ycTaHaBnmMBan navtv (LMdpoBble 3annaTtky, KOTOopble aBTOMaTUYECKM YCTaHaBMMBalTCS C
uenbto JopaboTkM nporpammbl) U Apyrne oBHOBMEHWsI CBOEW onepauuoHHOW cuctembl. CkaumBan uX TOMbKO C
odmumansHoro cavta paspabotyunka OC. Ecnuv cylwectByeT pexnMm aBTOMaTu4eckoro 06HOBIEHNS, BKITHOYM €rO0;

3. PaboTan Ha cBOoeM KOMMbOTEpPe MOA NpaBamu Monb3oBaTensd, a He agMUHUCTpaTopa. ATO HE NO3BONUT
GONbLUMHCTBY BPeOOHOCHLIX MPOrpaMm MHCTaNNMpoBaTbCs HAa TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Vcnonb3yi aHTUBUPYCHblE MpOorpaMMHbIE MPOAYKTbl U3BECTHbIX MPOU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBReHneMm 6as;

5. OrpaHnyb pu3n4ecKMin JOCTYN K KOMMNbIOTEPY ANs MOCTOPOHHUX NKL;

6. Micnonb3yn BHeLWHWE HOCUTENWN MHOPMaUMK, Takne Kak dneLuka, ANCK nnn dann n3 HTepHeTa, TONbKO
13 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTkpbiBa KOMMblOTEPHble (palrnbl, NOMyyYeHHble U3 HEeHaAeXHbIX WUCTOYHUKOB. [laxe Te davinsl,
KOTOpble npucrnan TBOW 3HaKoMbli. Jlyylle yTo4YHM y HEro, oTnpaBnsan finm oH Tebe nx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepepayn OaHHbIX, HE TexHonorus, a Bcero nuuwb 6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackas kKomnaHusa 3apeructpuposana 6peHp "WECA", uto o6osHadano croBocouveTaHue "Wireless
Fidelity", koTopbIli nepeBoanTCS Kak "d0ecnpoBogHas TOMHOCTL".

[o Hawero BpemeHu folwina gpyras abbpeBmaTtypa, KoTopasi SBNSIETCS TakoW e TexHomnormen. ITo
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue GbINO JaHO C HAMEKOM Ha CTaHAApT BbiCLUEN 3BYKOBOW TexHUKM Hi-Fi, yto
B NepeBoe 03Ha4vaeT "BblCOKasi TOYHOCTL".

Ha, 6ecnnaTHbli MHTEPHET-OOCTYN B Kade, OTENsdAx M ajpornopTax sBNSAeTCA OTNNYHON BO3MOXHOCTbIO
BbIXO4a B UHTEPHET. HO MHOMMe aKkcnepThl cymTatoT, YTo obwegoctynHele Wi-Fi ceTn He sBnatoTcst 6e3onacHbIMN.

CoBeTbl N0 6e3onacHoCcTU paboTbl B 06Lea0CTyNHbIX ceTax Wi-fi:




1. He nepepaBan cBow nuuHyo uHopmaumo yepesd obuwenoctynHble Wi-Fi cetn. Pabortas B Hux,
XenatenbHO He BBOAMTb Maponv A4OCTyNa, FIOrMHbI U Kakue-To HOMepa;

2. Vicnonb3yi n 06HOBMAN aHTUBMPYCHbIE NporpaMmbl U 6paHamayep. Tem cambiM Thl 06e3onacuilb cebs ot
3aKauyku BUpyca Ha TBOE YCTPOMNCTBO;

3. Mpwn ncnonesosaxHum Wi-Fi oTkntoum dyHkuuo "O6wmin goctyn K dpannam m npuHtepam”. JaHHas dyHKUns
3aKpbiTa MO YMOMNYaHWIO, OJHAKO HEKOTOpble MOofb3oBaTeNnyn akTMBUPYKT ee Ans yaobcTBa MCMONb30BaHUA B
paboTte nnn y4ebe;

4. He ncnonesyn ny6nuyHein WI-FI ans nepegaym nuyHbiX AaHHbIX, HANpUMep ANg BbIXxoda B couMarnbHble
CeTM UINKN B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awmeHHoe coeauHeHne vyepe3 HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAM MMeHHO "https:/";

6. B mobunbHom TenedoHe oTkmoum dyHkumio "MogkniodeHme k Wi-Fi aBTomatudeckun”. He pgonyckan
aBTOMaTUYeCKOro noAknoyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTn

CoumarnbHble CETU aKTUBHO BXOAAT B Hally >KWU3Hb, MHOTME noau paboTaloT U XMBYT TaM MOCTOSHHO, a B
Facebook yxe 3apernctpuvpoBaH MUNNuapa YenoBek, YTO SABMNAETCA OOHOM cedbMOW BCeX XWUTenei nnaHeTbl.
MHorve nonb3oBaTenu He MOHMMAaIOT, YTO UH(OPMaLUA, pasMmelleHHas MU B coumarnbHbIX CEeTSX, MOXeT ObITb
HalloeHa ¥ Ucrnonb3oBaHa KeM YroflHo, B TOM Yucrie He oba3aTenbHO ¢ bnarummy HamepeHUsIMU.

OCHOBHbIe CcOBeTbI N0 6e30MacHOCTU B coLManbHbIX CeTSX:

1. OrpaHudb cnucok apysen. Y 1ebsi B Apy3bsaX HE AOSDKHO ObITh CyYarHbIX U HE3HAKOMbIX MOAEN;

2. 3awmLlan CBOK 4YacTHYH xU3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, AaTty TBOEro pPOXAEHUS U
OPYrylo NU4YHyo MHopmauunilo. 3noyMbILLNEHHUKM MOTYT UCMOMNb30BaTh AaXe MHAOPMALUIO O TOM, KaK Tbl U TBOU

poauTenn nnaHnpyetTe NpoBeCTU KaHUKYIb;

3. 3awmiian cBoto penyTaumio - epXKu ee B YACTOTe M 3adaBan cebe Bonpoc: xoten Obl Thl, YTOOLI Apyrne
nonb3oBaTenun BUAENM, YTo Thl 3arpyxaelub? Mogymait, npexae Yem 4YTo-To ony6nmMkoBaTh, HanNUcaTb U 3arpy3uThb;

4. Ecnv Tbl roBOpyLLb C N0AbMW, KOTOPbIX HE 3Haellb, He UCMONb3y CBOE pearnbHOe UMS U OPYTYO NIUYHYIO
WHbopMaL MK UMsi, MECTO XUTENbCTBA, MECTO yy4ebbl 1 npoyee;

5. N3beran pasmelueHus cotorpaduin B HTEpHeTe, rae Tol u3obpakeH Ha MECTHOCTW, MO KOTOPOW MOXHO
onpenenuTb TBOE MECTOMNOSIOXKEHME;

6. Mpu peructpaumn B coumarnsHoi ceT HEOBXOAMMO MUCMONb30BaTh CIOXHbLIE Maponu, cocTosLme U3 Gyks
Y UMP M C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ans coumanbHOM CeTn, NOYTbl U APYrMx CantoB HeOOXoAMMO NCMOMb30BaTb pa3Hble naponu. Toraa ecnu
Tebs B3NOMaloT, TO 3M0YMbILLUMEHHUKM Nosy4aT AOCTYN TONbKO K OAHOMY MeCTy, a He BO BCe cpasy.

OneKTPOHHbIEe AeHbIN

ONEeKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIV cnocob nraTexen, oAHaKO CYLLECTBYHOT MOLUEHHUKU, KOTopble
XOTAT MOMYYUTb 3TN AEHbIU.

3J'IeKTpOHHbIe OeHbrnm noAaBuUIIMCb coBCceM HeaaBHO U MUMEHHO U3-3a 3TOro BO MHOIMMX rocygapcrteax oo Cux
nop He NponncaHo Npo HMX B 3aKOHax.

B Poccumn xe oHun d.)yHKLI,I/lOHI/IpyI'OT N 0 HUX YyXe nponncaHO B 3aKOHe, rae ux pasaendrT Ha HeCKOJbKO
BWOOB - @HOHMMHbIE N HE aHOHMMHble. PasHuua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOpPbIX pas3pellaeTcad
npoBoAuTb onepauunn 6e3 I/ID,eHTI/ICpVIKaLI,I/II/I nonb3oBaTtesid, a B HEaHOHUMHbIX VI,EI,eHTVI(*)VIKaLI,VIFl nonb3oBartena
sBnsieTca 00s13aTENbHOMN.

Takke crnegyeT pasnuMyaTb 3NIEKTPOHHble uaTHble AeHbrM (paBHbl TOCYAAPCTBEHHLIM BanTam) U




9MEKTPOHHbIE HeMaTHbIE AEHBLIM (HE paBHbl FOCYAapPCTBEHHbLIM BantoTam).
OcHoBHble coBeTbl No 6e3onacHor paboTe ¢ INEKTPOHHBIMU AEHbramu:

1. MNpuBSXM K cHeTY MOBUMBHBIN TeNedOoH. ITO camblii YAOOHLIN 1 BbICTPLIA CNOCO6 BOCCTAHOBUTL AOCTYM K
cueTy. [NpuBsA3aHHbIN TenedoH MOMOXeT, ecnu 3abyaellb CBOW NMaTEXHbI Napofb UMW 3aifellb Ha cauT C
HEe3HaKoMOro yCTPOWCTBa;

2. Vcnonb3yin ogHopasoBble naponu. [ocne nepexoda Ha yCUIEHHylo aBTopusauuio Tebe yxe He Gyget
yrpoXaTb ONacHOCTb KpaXku UNu nepexeara nnaTexxHoro napons;

3. Bbibepu cnoxHbln naponb. lpecTtynHukam OyaeT He MpPOCTO yragaTb CNOXHbIM Naponb. HagexHble
naponu - 3To Naponun, KoTopble cofepXaTt He MeHee 8 3HAKOB M BKIOYalOT B ce0si CTPOYHbIE U MPONUCHbLIE DYKBbI,
undpbl U HECKOMNbKO CMMBOSIOB, TakMe Kak 3HaK Jonnapa, yHTa, BOCKNIMUATemnbHbIA 3HaK W T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA calTax, KOTOPbIM HE AOBepseLLb.

OneKkTpoHHas noyrta

OneKkTpoHHas no4vta - 3TO TEXHOMNOrMst U npefocTaBnsieMble €K YCyrn No nepechbisike U MNonyyYeHuto
3MEKTPOHHbIX COOOLLEHUI, KOTOpblE pacrnpeaenstoTca B KOMMNbOTEPHOMW ceTU. OBbIMHO 3NEKTPOHHbIN MOYTOBLIN
AWKUK BbIMNAAUT criefylowmMm obpa3oM: MMs_Nonb3oBaTensa@uvsa_aomeHa. Takke Kpome nepefadnm npocTtoro
TeKCTa, UMeeTcsi BO3MOXXHOCTb nepeaaBaTb annsl.

OcHoBHble coBeTbl No GesonacHoi paboTe ¢ 3MEKTPOHHOMN NOYTOIA:

1. Hapo BbiGpaTb npaBubHbIA NOYTOBLIA CEpBUC. B WHTEepHeTe ecTb OrpoMHbIn Bbibop GecnnaTHbiX
MOYTOBBLIX CEPBMNCOB, OAHAKO fyylle 4OBEPATb TEM, KOTO 3HAELUb W KTO NEPBbIN B PENTUHTE;

2. He ykasblBan B JIMMHOW MOYTEe JNYHYKD  WHopmaumio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_paHat@" nnu "pok2013" BmecTto "temal3";

3. Vicnonb3yi AByxaTanHyk aBTopu3aumio. OTO Korga noMuUMO Naponsa HYXXHO BBOAUTb Ko, NPUCbINaembli
no SMS;

4. Bbibepu crnoxHbIn naponb. [ns Kaxaoro NoYToBOro siluka OOIMKeH ObiTb CBOM HaAEXHbIN, YCTONYMBBIA K
B3MOMY Napornb;

5. Ecnu ecTb BO3MOXHOCTb Hanucatb CamoMy CBOW fIMYHBIN BONPOC, MCNOMb3YN 3TY BO3MOXHOCTb;

6. Vicnonb3yi HECKOMbKO MOYTOBLIX ALWMKOB. [MepBbiit AN YacTHOW Nepenvcku ¢ agpecataMu, KOTOpbIM Thbl
foBepsielllb. ATO 3MEKTPOHHbIN aapec He HaJo UCNoMNb3oBaTh NpY PerncTpauun Ha opymax u canrtax;

7. He oTkpbiBan dannbl 1 gpyrne BNOXeHUs B MMCbMax, AaXe €CNn OHW MPULLNK OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABANN N OHKN Tebe 3T hannel;

8. MNMocne okoHYaHusA paboTbl HA NOYTOBOM CEPBUCE NepeL 3aKpbITUEM BKNAAKN C CAaWTOM He 3abyab HaxaTb
Ha "Bbintn".

KnbepO6ynnuHr unu BupTyansHoe nsgeBaTesibCTBO

KnbepbynnuHr - npecriefoBaHue coobLIEHNsIMU, codepXalmmmn ockopbreHus, arpeccuio, 3anyrmBaHue;
XYNUraHcTBO; coumanbHoe GOMKOTUPOBaHME C MOMOLLbIO Pa3fNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnnHrom:

1. He 6pocaiica B 6on. Jlyymin cnocob: nocoBeToBaThCsA Kak cebs BECTU U, €CNN HET TOro, K KOMY MOXHO
06paTuTbCsl, TO BHa4ane ycnokoutbcs. Ecnm Tbl HauyHelb oTBeYaTb OCKOPGNIEHUAMN Ha OCKOPOEeHNs, TO TOMNBbKO
ewle bonblue pasoxekellb KOHMMNKT;

2. YnpaBnsan cBoewn knbeppenyTaunen;




3. AHOHMUMHOCTb B CETU MHUMaS. CyIJJ,eCTByI'OT CNocobbl BbIACHUTb, KTO CTOUT 32 aHOHMMHbLIM AKKayHTOM;

4. He cTtonT BECTU XynuraHckuin obpas BUPTyanbHOM XM3HU. NHTEepHET douKCupyeT BCe TBOW AEWCTBUS U
coxpaHsieT ux. YganuTb ux 6yaet kpanHe 3aTpyAHUTENbHO;

5. Cobniogan cBoo BUPTYyarbHYK YeCTb CMOMOAY;

6. VrHopupyin eauHuYHbIA HeraTue. OAHOpPa30oBble OCKOPOUTESIbHbIE COOGLLEHUSI Nyylle WIHOpUpPOBaThb.
OB6bIYHO arpeccusi NpekpallaeTcs Ha HayanbHOM CTaanu;

7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOOLLEHUAMUW, B cCOUManbHbIX CETSX eCTb
BO3MOXHOCTb BTOKMPOBKM OTMNPaBKM COOBLLIEHN C ONpeAeneHHbIX aapecos;

8. Ecnu Tbl cBMaeTenb knbepbynnuHra. TBou AeNACTBUS: BbICTYNMTbL NPOTMB NPecrefoBaTens, NokasaTb emy,
4YTO ero AeWCTBUSI OLIEHMBAIOTCS HEraTUBHO, MoadepkaTb XepTBY, KOTOPOW Hy)XHA MCUXoriormyeckas nmomoLlb,
CcooBLLNTL B3pOCIbIM O (haKkTe arpecCUBHOMO NOBEAEHUNS B CETMU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTdOHbI 1 NaHWweTbl coaepxaT B cebe BnonHe B3pochbii (PyHKLMOHaN, U Tenepb OHU
MOryT KOHKYpUpOBaTb CO CTauWOHapHbIMY KOMMbloTepamu. OgHako, cpeacTB 3amTbl Ans NOA0OHbLIX YCTPONCTB
noka o4YeHb Mano. TecTupoBaHUe U NOUCK YI3BUMOCTEN B HUX MPOUCXOOUT HE Tak UHTEHCUBHO, kak aAns MK, 1o xe
camoe KacaeTcsi U MOBUNbHbBIX NPUITOXEHNNA.

COBpEMeHHbIe MOOBMIbHbIE 6pay3epb| yXXe nMNnpakKtn4eckn AorHanum HacToJibHble aHanoru, oAgHako
pacwunpeHue prHKU,VIOHaJ'Ia BrneveT 3a cobon 601’IbLIJyIO CITOXHOCTb N MEHbLUYIO 3allnLLEeHHOCTb.

[aneko He Bce Npou3BOOWUTENM BbiNycKalT OBHOBMEHWS, 3aKPbIBAIOLLME KPUTMYECKUE YA3BMMOCTW OnS
CBOWX YCTPOWCTB.

OcHoBHble cOBeTbI A1s1 6€30NacHOCTN MOBUITLHOrO Teﬂe(p0HaZ

Huyero He sBnsieTca no-Hactosiwemy ©OecnnatHbiM. Byab ocTtopoxeH, Befb koraa Tebe npepnarator
BGecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbIThbI KAKMe-TO NnaTHble YCNyru;

Oymain, npexae yem otnpaBuTb SMS, cdoTo mnm Buaeo. Tbl TOYHO 3HaEllb, rAe OHU ByayT B KOHEYHOM
ntore?

Heobxoanmo o6HOBNATL ONEepaunoHHYK CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yi aHTMBUPYCHbIE NPOrpaMmbl Anst MOBUIbHbIX TenedgoHOoB;

He 3arpyxaii npunoxeHusi OT HEW3BECTHOrO WCTOYHWMKA, BeAb OHW MOryT codepXaTb BpedoHOCHOe
nporpamMmmHoe obecnedeHue;

Mocne ToOro Kak Tbl BblAeLWb C CanTa, rAe BBOAU NNYHYIO MHAOPMAaLMIO, 3aMamn B HAacTpourkn Bpaysepa u
yaanu cookies;

Mepuroanyeckn NpoBepan, kKakue nNnaTHble YCNyrn akTMBUPOBaHbl HA TBOEM HOMEPE;

[asan cBon HoMep MOBUNBLHOrO TenedoHa TOMbKO NIAAM, KOTOPbIX Thbl 3HAELb 1 KOMY AOBEpSELUb;

Bluetooth gomxeH ObITb BbIKIIOYEH, KOrAa Thbl UM He Nosnb3yellbes. He 3abbiBai MHorga npoBepsThb 3TO.
Online urpbl

CoBpeMeHHble OHManH-Urpbl - 3TO KpacouHble, 3axBaTbiBalOLlMe pasBrieveHus, obbeauHSWmMe COTHU
TbICAY YenoBeK No BcemMy Mupy. UIrpokm uccrnegyroT AaHHbIA UM Mup, obLliatloTcs Opyr ¢ ApPYroM, BbIMOSNHSAOT
3aJaHus, cpaxarTcs C MOHCTPaMu M NonyyatoT onbIT. 3a YA0BOMNLCTBME OHW NaTAT: NOKynakwT AUCK, OnnadvsaioT

aboHeMeHT unu np|/|o6peTa+0T Kakune-T1o onuunun.

Bce atu cpeanctea wmayT Ha noandepXxaHume wn pasBuUTue urpbl, a TakKkKe Ha camy Be3onacHoCTb:
COBEpPLUEHCTBYKOTCA CUCTEMblI aBTOpU3aLun, BbiMYCKakTCA HOBbIE NMaT4u (LI,VICprBbIe 3annaTtkm and nporpaMM),




3aKpbIBAOTCA YSI3BUMOCTU CEPBEPOB.

B nogobHbix nrpax CTouT onacaTtbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJIBKO KpaXW TBOEro napond, Ha
KOTOPOM OCHOBaHa cucTtemMa aBTopu3aLmm BOMbLUIMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOEro UrPOBOro aKKayHTa:

1. Ecnu gpyroit urpok BedeT cebs nnoxo unu co3gaeT Tebe HenpusaTHOCTU, 3abroKkvpyii ero B Crivcke
UrPOKOB;

2. I'Io>|<any|7|c;| agMUHUCTPaTopaM Urpbl Ha Njioxoe nosBeaeHne 3Toro Urpoka, XXenaternbHo NPUNOXnUTb Kakmne-
TO AOKa3aTesibCTBa B BMAe CKPUHOB;

3. He ykasbiBaln nn4yHy0 MHOpMaLnio B Npodansie urpsbl;
4. YBaxan Apyrux y4acTHUKOB MO UrPe;

5. He yctaHaBnuBamn HeodmumansbHble NaTtym 1 Moabl;

6. Vicnonb3yii CrnoxHble 1 pasHble naponu;

7. Oaxe BO Bpems Urpbl He CTOWUT OTKM4YaTb aHTMBMPYC. lMoka Tbl Urpaellb, TBOW KOMMbOTEP MOTYT
3apasuTb.

DULWKHT Unun Kpaxa NTMYHbIX AaHHbIX

OObIYHOWM Kpaxen OeHer U OOKYMEHTOB CErofHs yXe HUKOro He yAuBMLb, HO C PasBUTMEM WHTEpPHET-
TEXHOMOIMI 3MTOYMbILLIIEHHUKM NEPEMECTUITUCE B MHTEPHET, U NPOAOIHKAT 3aHMMaTbCs "NMobumbimM™ genom.

Tak nosiBUNacb HOBas yrpo3a: MHTEPHET-MOLUIEHHNYECTBA MU PULLIMHT, FMaBHas Lellb KOTOPOro COCTOUT B
nony4eHun KoHUaeHUnanbHbIX OaHHbIX Nonb3oBaTenen - NorMHoB U naponen. Ha aHrnuiickoM sasbike phishing
untaetcsa kak domwmHr (ot fishing - ppibHasi noens, password - Naporb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegwn 3a cBouM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa bbina B3nomaHa, To Heobxoanmo
3abnokupoBaTh ee 1 COOBLLUMTbL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. |/|Cﬂ0]'|b3y|7| Oe3onacHble BeO-calThbl, B TOM Yncre, MHTEPHET-MarasmHoB 1N NMOUCKOBbIX CUCTEM;

3. Vicnonb3yii cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebs B3NOMaloT, TO 3MOYMbILLNEHHUKN
nony4aT AOCTYN TONbKO K OQHOMY TBOEMY MPOdUIo B CETU, @ HE KO BCEM,;

4. Ecnu Tebsa B3nomanu, To Heob6xo0aAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble obaBneHbl y Tebs
B OpYy3bsiX, O TOM, 4YTO Tebs B3nomManu 1, BO3MOXHO, OT TBOEro MMeHU OyAeT pacchinaTbCs CNaM WU CChINKM Ha
(OULLMHIOBbIE CaNThl;

5. YctaHoBuM HagexHbI naponb (PIN) Ha MOBUnbHBLIN TenedoH;

6. OTknNIoYM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan hainbl U Apyrue BAOXEHUS B NUCbMax, Aaxe ecrnv OHW NpULLnu oT TBoux Apysen. Jlydwe
YTOYHU Y HUX, OTMNPaBAANM N1 OHU Tebe 3Tu dannei.

LUndposas penyrauus
Lincbposas penyTtaums - 3TO HeraTmBHasa unu nosnTueHasa nHgopmMaLms B cetn o Tebe. KomnpomeTtupytouas
I/IHd)OpMaLl,MFl, pa3MmelleHHaa B MHTepHeTe, MOXET Cepbe3HbIM 06pa30M OTpa3nTbCA Ha TBOEN peaanoﬁ XKN3HN.

"LUncppoBag penyTtauma” - 370 TBON UMUK, KOTOPbIA hopMUpyeTcs U3 uHpopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XUTENbCTBA, yqe6b|, TBOe (hMHAHCOBOE MONIOXEeHUe, 0COBEHHOCTN XapaKTepa M pacckasbl O
OGrM3KKNX - BCe 3TO HaKanMBaeTCs B CETH.




MHorve nOApOCTKM NErkOMbICNEHHO OTHOCATCA K nybnukaumm nuvyHom uHdopmauun B WHTepHeTe, He
NOHUMasi BO3MOXHbIX NOCNeACTBUIA. Thl 4axXe HE CMOXeLb JoragaTtbCa O TOM, YTO dpoTorpadus, pasmelleHHas 5
neT Hasag, ctana npuunHOM oTkasa NpUHATL Tebs Ha paboTy.

KommeHTapun, pasmelleHne TBomx cdoTorpachmii u gpyrme OencTBUst MOTYT HE UCYE3HYTb Aaxe nocre Toro,
Kak Tbl UX yganuwb. Tbl He 3HaeLlb, KTO COXpaHWmn 3Ty MHopMauuto, nonana nM oHa B MOWUCKOBLIE CUCTEMbI U
COoXpaHunach N OHa, a rMaBHoe: YTo NoAyMaloT 0 TebGe oKpyXKatoLume Nnaun, KoTopble HanayT U yBUAAT 3T0. Haritu
NMHGOPMAaLIMIO MHOTO FIET CMYCTS CMOXET Mo6oN - Kak M3 Aobpbix NobYKOEHUN, Tak U C HAMEPEHNEM NMPUYUHUTD
BpeA. ATO MOXET ObITb KTO YrogHo.

OcCHoOBHble COBETbI MO 3aWwuTe LncgpoBon penyTaumm:
1. Nogyman, npexae Yyem 4YTO-TO Ny6GNUKOBaTbL M Nepenasath y cebsi B 6riore unu B counansHOM CeTy;

2. B HacTpolikax npodunsi yCTaHOBWM OrpaHUYeHuUsi Ha NPOCMOTP TBOEro Mpoduns U ero coaepXumoro,
caenaw ero Tonbko "ons apysen”;

3. He pasmelnan n He ykasbiBan MHGPOpMaLMIO, KOTOpast MOXET KOro-nmbo ockopbnsaTe nnm obmxarsb.

ABTOpckoe npaBo

COBpeMeHHbIe LUKOJTIbHUKN - aKTUBHbIE MOJib3oBaTesn Ll,l/l(prBOFO NpoCTpaHCTBa. OpHako paneko He Bce
3HaKT, YTO NoNnb3oBaHMe MHOMMMMU BO3MOXHOCTAMU LI,M(*)pOBOFO Mupa Tpe6yeT cobnogeHus npae Ha
MHTEeNnNeKTyanbHylo COOCTBEHHOCTD.

TepMuH "MHTenNnekTyanbHas COOCTBEHHOCTL" OTHOCUTCSt K PasfMYHbIM TBOPEHWUSIM YESIOBEYECKOTO YMa,
HauMHasi C HOBbIX U300peTEHMIN N 3HaKoB, 0603HaYaloLWMX COOCTBEHHOCTb HaA NMPOAYKTbLI U YCNyrn, U 3akaH4nBas
KHUramu, dotorpadpmsamm, KUHOMUNIbMaMM U My3blkanbHbIMU NPOU3BEAEHUSMU.

ABTOpCKME npaBa - 3TO NpaBa Ha UHTENNEKTyanbHy0 COOCTBEHHOCTb Ha NPOU3BEAEHUS HayKu, nuTepaTypbl
N nckycctea. ABTOpPCKME MpaBa BbLICTYMAKT B KAYECTBE rapaHTUKN TOrO, YTO UHTENNEKTYanbHbIN/TBOPYECKNA TPy
aBTopa He OyaeT HanpacHbIM, AacT eMy CrpaBeaSIBble BO3MOXHOCTM 3apaboTaTb Ha pesyrnbTaTtax CBOero Tpyaa,
nony4YntTb W3BECTHOCTb W Mpu3HaHue. HukTo 6e3 paspelleHMs aBTOpa He MOXeT BOCMPOM3BOAUTL €ro
npous3BegeHne, pacnpocTpaHaTb, NYGINMYHO OEMOHCTPUMpPOBATh, NpodaBaTb, MMMOPTMPOBATbL, MyckaTb B MpokKarT,
Ny6GrIMYHO NCNOMHATL, NOKa3bIBaTb/MCMONHATL B 3dmpe unu pasmeLlatb B IHTepHeTe.

Mcnonb3oBaHue "nupartckoro” nporpaMmmMHOro obecneyvyeHnss MOXeT NPMBECTUM K MHOTMM pUCKaM: OT noTepu
AaHHbIX K TBOMM akkayHTam Ao 6rokupoBKM TBOEro YCTPOWCTBA, rAe YCTaHOBMEeHa HeneranbHas nporpamma. He
CTOMWT Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble 1 6ecnnaTtHble NporpamMmmbl, KOTOPbIE MOXHO HaWTU B CETU.

O noprtane

CeTeBMYOK.p - TBOW IMaBHbIi COBETYMK B CETU. 3[4eCb Tbl MOXEWb Yy3HaTb O Ge3onacHocTU B ceTu
MOHSATHBIM M JOCTYMHBIM SA3bIKOM, @ NMPU BO3HUKHOBEHUUN KPUTUYECKON CUTyaLMn o6paTuTbCs 3a COBETOM. A Takke
MPVHSATL y4acTue B KOHKYpCax U CTaTb CaMbIM LMPOBbLIM rpaxdaHuHom!

Mpunoxenne N 3
NAMATKA Onsi POOUTENEN OB UHOOPMALIMOHHON BE30OMNACHOCTW OETEN

OnpegeneHne TepMnHa "nHdopmaumoHHas 6esonacHocTb geten” cogepxutca B GenepanbHom 3akoHe N
436-03 "O 3awwmte geten OT MHOpPMaLUMK, MPUUMUHSAIOLLEN Bped UX 340pPOBbI0 U pa3BUTUKO", perynupylomum
OTHOLLEHMS, CBA3aHHbIE C 3alMTON AeTen OT UHopMaLnK, NMPUYUHSAIOLLEN Bped UX 340POBbI0 U (UNK) pa3BUTUIO.
CornacHo AaHHOMY 3akoHy "MHdopmauuoHHasi 6e3onacHOCTb AeTen" - 9TO COCTOsSIHWE 3alUULLEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYNHEHNEM MHOPMaLMen Bpeaa nx 30opoBbio 1 (Mnn) U3nYeCcKomy,
NCUXNYECKOMY, AYXOBHOMY, HPABCTBEHHOMY Pa3BUTMIO.

B cuny ®epepanbHoro 3akoHa N 436-O3 nHdopmaumen, npuUMHSIIOLLENA Bpes 340POBbI0 U (M) pasBUTUIO




JeTen, aBndeTcs:
1. nHpopmaums, 3anpelieHHas aAnsa pacnpocTpaHeHusa cpean geTen;

2. unHdopmaLums, pacnpocTpaHeHUe KOTOPOW OrpaHU4eHO cpeau aeter onpedeneHHbIX BO3pPacTHbIX
KaTeropun.

3. K nHhopmaummn, 3anpeLLeHHon ans pacnpocTpaHeHns cpeam aeTen, OTHOCUTCS:

4. nHopmaums, nobyxaawLwas aeTel K COBEPLUEHUIO AEWCTBUN, NPeaCcTaBnsioWmnX Yrpo3y UX XU3HU U
(vnn) 30opoBbIo, B T.4. NPUYMHEHUIO Bpeaa CBOEMY 340POBbIO, CAMOYOUIACTBY;

5. cnocobHoCTb BLI3BATL Y AETeN xenaHue ynoTpebuTb HapKOTMYECKMe cpencTBa, NCUXOTPONHbIE U (Mnn)
ogypmaHuMBaloLue BellecTBa, TabayHble U3OEenusl, ankorosibHyl M CNMpTOCOoAepXKallytd NPOaYKUMWI0, MUMBO U
HanNWUTKW, M3roTaBnvBaeMble Ha €ro OCHOBE; MPUHATbH ydacTve B as3apTHbIX Urpax, 3aHMMaTbCHA NPOCTUTYLIMER,
OpoAsAKHMYECTBOM UNKN NONPOLUANHNYECTBOM;

6. obocHoBbIBawOLWasas wnu onpaeApiBalolWasg [ONYCTUMOCTb Hacunus un  (Mnn) KecTokocTu nmbo
nobyxaatoLlas oCyLLEeCTBNATb HACUIBCTBEHHbBIE ENCTBUS MO OTHOLLEHUIO K JIIOOAM U XXMBOTHBIM;

7. oTpyLatoLLasl ceMeiHble LLeHHOCTU U hopMUpYIoLLas HEeYBaXKeHUe K poauTensam u (Unu) OpyruM vneHam
cembiu;

8. onpaBsabiBatoLLas NPOTUBONPABHOE NOBEAEHNE;
9. copepkallas HeLleH3ypHYH BpaHb;
10. copepxawas nHpopmaumo nopHorpadrMyecKoro xapakrepa.

K wvHdopmMaummn, pacnpocTpaHeHWe KOTOPOM OrpaHuyYeHo cpeau fAeTeil onpeferieHHoro Bo3pacTa,
OTHOCKTCA:

1. nHpopmauums, NnpeacTasngemMas B Buae U3obpaxeHus unm onmcaHus XecTtokocTu, hunsmdeckoro u (unwm)
NCUXMYECKOro Hacwunus, NPecTynseHns UM MHOro aHTMoOLLECTBEHHOIO AENCTBUS;

2. BbI3blBaOWAa y OeTen cTpax, y)kac WUnu MaHwky, B T.4. MpeacTaBnsiemMasi B BUAE M300pakeHus unu
ONMcaHVs B YHWXaloWen 4ernoBeyeckoe [AOCTOMHCTBO (popmMe HeHacunbCTBEHHOW cMepTu, 3abonesaHus,
camoybumncTea, HECYaACTHOrO Criyyasi, aBapum unm katactpodbl 1 (MnK) nx NOCNeLCcTBIN;

3. npencrtaensiemas B BuAe U300pakeHWUss UM OMUCAHWST TMONOBbIX OTHOLUEHUM MeXZYy MY>XYMHOW U
>KEHLLMHOMN;

4, coaepxallas 6paHHbIe CloBa 1 BblpaXXeHud, He OTHOCALLMeCA K HeLl,eH3ypHOI71 6paHM.

C yyeTom aToro Bam npegnaraiotcs npasuna paGoTbl B ceTv WVHTEpHET ONns pasnuuHbiX BO3PacCTHbIX
KaTeropui, cobnogeHne KOTopbIX NO3BONUT 0GecneunTb NHPOPMaLIMOHHYIO 6e30NacHOCTb BalUUX AeTeil.

O6ume npaBuna Ansa pogurenen

1. He3aBucmmo ot Bo3pacTa pebeHka ncnonb3ynTe nporpaMmHoe obecneyeHne, nomoratoLlee ounbTpoBaTh
N KOHTPONMpPOBaTb MHpOPMALMIO, HO HE MofarakTechb NOMHOCTLIO Ha Hero. Balle BHMMaHWe K peBeHKy - rMaBHbIN
MeTOA 3aLLUMIThI.

2. Ecnn Baw peBeHoK MMeeT akkayHT Ha O4HOM M3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru v T.n.), BHUMaTENbHO M3y4nTe, Kakyto MHGPOPMAaLMIO NOMELLAOT ero y4aCcTHUKN B CBOUX Npodomnsx U
©norax, Bkrntoyasa dotorpacdum 1 BUAEO.

3. lNpoBepbTe, C KaKMMU ApyrMMU carWTamu CBA3aH couumanbHbld cepBuc Bawero pebeHka. CTpaHuykm
Bawero pebeHka moryT ObiTb 6€30MnacHbIMU, HO MOTYT U COAEPXKaTh CChINIKA Ha HeXernaTenbHble U OnacHble CanThl
(Hanpvmep, NOPHOCANT, UNKN CalT, HAa KOTOPOM APYyr YNOMWHaAEeT HOMEpP COTOBOro TenedoHa Bawero pebeHka unm
Baw pomaluHum agpec)

4. Moowpante Bawwux geten coobwats 060 BCEM CTPaHHOM UMM OTTANKMBAKLWEM U HE CMULLKOM OCTPO




pearupyiTe, Korga OHM 3TO AenatoT (13-3a onaceHusi NoTepsaTb AOCTYN kK VIHTEpHETY AeTU He TOBOPST POAUTENSIM
0 npoGnemax, a Takke MOryT Ha4aTb UCMONb30BaThb VIHTEPHET BHE JOMa U LUKOSbI).

5. byabTe B Kypce ceTeBoOW xM3HU Bawlero pebeHka. VIHTepecynTech, KTO UX Apy3bsi B IHTEPHET Tak e, Kak
NMHTepecyeTeChb peanbHbIMU OPY3bAMM.

Bo3spacTt ot 7 go 8 nert

B VHTepHeTe pebeHok cTapaeTcs NOCeTUTb Te UMM WHble CailTbl, a BO3MOXHO M 4aTbl, paspelleHne Ha
nocelleHne KOTOpbIX OH He nonydun 6bl oT poauTenei. MoaToMy poauTensam ocoGeHHO nonesHbl GyayT Te
oTYyeTbl, KOTOpble MNPenoCTaBNAKTCA MporpaMmamMu MO OrpaHUYeHWlo UCMonb3oBaHus MHTepHeTa, T.e.
PoouTtenbckuii KOHTPOSb UNK TO, YTO Bbl CMOXETE YBMAETH BO BPEMEHHbIX haiinax. B pesynbTaTe, y pebeHka He
OyOeT OLLyLIeHWsl, YTO 33 HMM BEeOeTCs MOCTOSIHHbIA KOHTPOSb, OOHAKO, POAUTENU OyayT Mo-NMpeXHemy 3HaTb,
Kakue caiTbl nocewaeT ux pebeHok. [leT B OaHHOM Bo3pacTe 06rafaloT CUIbHbIM YYBCTBOM CEMbW, OHM
[OBEpYMBbI M HE COMHeBaloTcs B aBTopuTeTax. OHM noBGAT urpaTb B CETeBble Urpbl M MyTeLecTBOBaTb MO
NHTepHEeTY, NCMONb3ysi ANEKTPOHHYIO MOYTY, 3aX0ANTb Ha CalTbl U YaTbl, He PEKOMEHAOBaHHbIE POANTENSMM.

CoBeTbl N0 Be3onacHocTu B ceTn HTepHeT anga aeten 7 - 8 net

1. Cosgarite cnucok AOMalLHUX MpaBun nocelwleHus WHTepHeTa npu ydacTum geten u Tpebynte ero
BbINOMHEHWS.

2. Tpebywvite oT Bawero pebeHka cobniogeHns BpEMEHHbIX HOPM HaxXOXAEHMS 3a KOMMNbIOTEPOM. [MokaxuTe
pebeHky, 4to Bbl HabnogaeTe 3a HAM He NOTOMy 4YTO Bam 3T0 xouetcs, a notomy 4to Bbl 6ecnokomTtech 0 ero
©e3onacHOCTU 1 BCerga rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogknioveHnem Kk WHTepHeTy OOImKeH HaxoauTbcs B obLien KomMHaTe nog npucMOTPOM
poauTtenen.

4, |/|Cﬂ0]'|b3yIZTe cneunanbHble OEeTCKNUE NMONCKOBbIE MalUWHbI.

5. I/Icnonb3y|7|Te cpencTtea 6J'IOKI/Ip0BaHI/IF| HeXenaTeflbHOro KOHTeHTa KaK OOMOJfIHeHMe K CTaHOapTHOMY
POﬂ,I/ITeJ'IbCKOMy KOHTpPOIO.

6. Co3paite ceMenHbI 3NEKTPOHHbIN ALKK, YTOBbI HE NO3BONUTL AETAM UMeTb COOCTBEHHbIE adpeca.

7. BnokupyinTte pocTtyn K caWtam ¢ 6ecnnaTtHbiMM MOYTOBLIMU SLUMKAMW C MOMOLLLIO COOTBETCTBYHOLLErO
nporpaMmHoro obecneyeHus.

8. Mpuyunte geten coBeToBaTbCs ¢ Bamu nepen ony6nvkoBaHneM Kakon-nmbo MHopmMauum cpeacTeamm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBLIX (POPM M NPOdUNEN.

9. Hayunte geten He 3arpyxaTtb dainnbl, TporpamMmmMbl UM My3biky 6€3 BalLero cornacus.
10. He paspeluante 4eTaM NCNOMb30BaTb CNYXObl MTHOBEHHOIO 0OMEHa COOBLLEHMAMN.

11. B "Genbln" cnucok canToB, pa3spelleHHbIX Afs MOCELleHUs, BHOCUTE TONMbKO CalTbl C XOpOLUEWN
penyTaumen.

12. He 3abbiBanTe 6ecenoBatb ¢ AeTbMU 006 MX Apy3bsax B IHTepHeTe, Kak ecnu Obl pedb Lina o Apy3bsx B
peanbHON XU3HWN.

13. He penawite "taby" n3 BONpocoB NOMoBOW XU3HU, TaK Kak B IHTepHeTe geTn MOryT nerko HaTkHyTbCH Ha
nopHorpaduio nnn canTbl "gns B3pocnbIX".

14. MpunyumnTe Bawero pebeHka coobaTb Bam O JOOLIX yrpo3ax uinmM TpeBorax, CBs3aHHbIX ¢ MIHTepHeToMm.
OcTtaBanTecb CNOKOWHbIMU U HanoMHUTE OETSM, YTO OHM B 6e30macHOCTU, ecriv camu pacckasanu BaM O CBOUX
TpeBorax. [loxBanuTe nx n NOCOBETYNTE NOJOWTY eLle pa3 B NOAOOHbIX Criyvasx.

BospacT getent o1 9 Ao 12 net

B gaHHOM Bo3pacTe [OeTW, kak MpaBwWIio, YXKe HachbllwaHbl O TOM, Kakas MH(OopMauusi CylecTByeT B
NHTepHeTe. CoBEpLUEHHO HOPMarbHO, YTO OHM XOTAT 3TO YBUAETb, MPOYECTb, YCnbilwaTtb. Mpyu 3TOM HYXHO




MOMHWUTb, YTO OOCTYM K HeXenaTenbHbIM MaTtepuanaM MOXHO merko 3abrnokvpoBaTb Mpy MOMOLLUM CPeacTB
Poantenbckoro KOHTpons.

CoBeTbl No 6e3onacHocTu onsa aeten ot 9 Ao 12 netr

1. Cosgante cnucok JoMallHMX MpaBun noceweHns WMHTepHeT npu yyactum peten m Tpebynte ero
BbINOMHEHWS.

2. TpebyiiTe oT Bawwero pebeHka cobnofeHnst HOpM HaXOXOEHUS 38 KOMMBIOTEPOM.

3. Habnopante 3a pebGeHkom npu paboTe 3a KOMMbIOTEPOM, NOKaXuTe emy, 4To Bbl 6ecnokoutecb 0 ero
6e30nacHOCTM 1 BCerga rotoBbl 0KasaTb eMy NMOMOLLb.

4. KomnbtoTep € nogkntoveHmeM B MHTEpPHET OOIMKEH HaxoguTbCs B OOLWEN KOMHaTe nog NMpUCMOTPOM
poauTenen.

5. Ucnonb3synte cpeactBa OrnokMpoBaHUs HexenaTternbHOro KOHTEHTa Kak AOMNOMHEeHWe K CTaHdapTHOMY
PoantensckomMy KOHTPONIo.

6. He 3abbiBaiiTe NpvHUMaTb HEMOCPEACTBEHHOE yyacTue B XWU3HW pebeHka, GecefoBaTtb ¢ 4eTbMU 06 UX
Apy3bsix B IHTepHeTe.

7. HactanBante, 4T06bl AeTK HUKOrA4a He cornawanncb Ha NYHbIe BCTPEYM C ApY3bsaMu MO VIHTEpHeTY.
8. MNosBonante geTam 3axoauTb TOMNbKO Ha canTbl N3 "6enoro" cnucka, KOTopbIn co3aanTe BMECTe C HAMMW.

9. lMpuyunTte geten HUKOr4a He BblAaBaTb NINYHYIO MHAOPMALMIO CpeacTBaMU SMNEKTPOHHOW NOYTLI, YaToB,
CMUCTEM MFHOBEHHOro obmMeHa coobLeHNsaIMM, PErMCTPaLMOHHbIX POPM, NNYHBIX Npodrnen n npyu permcTpaumm Ha
KOHKypcChbl B IHTepHeTe.

10. Mpuyyute geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeleHns. OBbACHUTE MM, YTO OHU MOryT
Cry4YanHo 3arpy3unTb BUPYCbI UNW ApYroe HexernartenbHoe nporpammHoe obecneyeHue.

11. CosganTte Bawemy pebeHKy OrpaHUYEeHHYH0 YY4ETHYHO 3annch Anga paboTbl HA KOMMbIOTEpE.

12. MpunyunTe Bawero pebeHka coobaTb Bam O NOOLIX yrpo3ax unm TpeBorax, CBs3aHHbIX ¢ MIHTepHeToMm.
HanomHuTe getsm, 4To oHu B 6€30MacHOCTM, ECNIN CaMy pacckasany BaMm O CBOMX TPEBOrax U OMaceHumsix.

13. Pacckaxute getam o nopHorpadun B IHTepHeTe.

14. HactamBanTe Ha ToM, 4YTOObI €TV NpeaoCTaBNANM BaM LOCTYN K CBOEN 3MEKTPOHHOW no4Te, YTobbl Bbl
y6eamnumcb, 4TO OHU He obLLaTCsA C HE3HAKOMLAMM.

15. OBbACHATE OETAM, YTO Helb3s UCMOMb30BaTh CETb ONSA XYINMraHCTBa, PAcnpOCTPaHEHUs ChreTeH WUnu
yrpos.

BospacT geteit ot 13 go 17 net

B atom BO3pacTe NoApPOCTKM akKTUBHO MUCMOJIb3YKOT NOUCKOBbIE MALLUUHbI, NONb3YHOTCA GJ'IeKTpOHHOﬁ no4yTon,
cny>|<6aM|/1 MrHOBEHHOro obmMeHa cooOLEeHNAMUN, CKavMBaloT MY3bIKY U (*)MJ'II:MI:I. Manbunkam B 3aTOM BO3pacTe
fonblie no HpaBy CMeTaTb BCE€ OrpaHuYeHUd, OHU XKaxayTt rpy6oro tOMOpa, al3apTHbIX WUrp, KapTUHOK "ona
B3pOCJ'IbIX". [eBo4kn npeano4vynTarT obwarbca B vaTax, npun 3TOM OHW ropasgo bonee YYBCTBUTEJIbHbI K
CeKCyallbHbIM AoOMOraTtesfnbCcTtBam B MHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poAUTESNSIM YKe BECbMa CITOKHO KOHTPONMpOBaTb CBOWX AETEN, Tak Kak 0b
VHTepHeTe OHWM Yyxe 3HaT 3Ha4YMTEenbHO Gornblue CBOMX poauTenen. Tem He MeHee, He OTNyckamTe OeTen B
"cBob6ogHOe nnasaHue" no NHTepHeTy. CTapanTech akTMBHO y4acTBOBaTb B 06LleHUn pebeHka B VIHTepHeTe.

BaxHO no-npexHemy cTporo cobnogate npaBuna WHTepHeT-6e30macHOCTM - coOrnalleHne Mexay
poauTenamn n geteMu. Kpome Toro, HeOOXOAUMO Kak MOXHO 4Yalle NpocMaTpuBaTtb OTYETbl O AEATENbHOCTU
aeten B VHTepHeTe. CrnegyeT obpaTnTb BHUMaHME Ha HEOOXOOAMMOCTb COAEpPXaHUs POOUTENbCKMX Naponen
(naponei agMUHUCTPaTOPOB) B CTPOrOM CEKpeTe 1 06paTuTb BHUMaHUE Ha CTPOroCTb 3TUX Maponen.




CoBeTbl N0 6e3onacHOCTK B 3TOM Bo3pacTte oT 13 go 17 net

1. CospganTe cCnNUCOK OOMAaLUHWX MNpaBun nocelweHus VIHTepHeTa npu yvacTumM MOAPOCTKOB U Tpedynte
6e3ycnoBHOro ero BbinonHeHusa. ObroBopute ¢ pebeHKOM CrMCOK 3anpeLleHHbIX canuToB ("J4epHbi cnucok"), Yachl
paboTkl B IHTepHeTe, pykoBOoACTBO MO 06LeHuntio B VIHTepHeTe (B TOM Ynucre B YaTax).

2. KomnbtoTep ¢ noakntodeHnem k cetn MIHTepHeT AomKeH HaxoauTbes B OOLLEN KOMHaTe.

3. He 3abbiBavite 6ecegoBatb C AeTbMu 06 X Apy3bsx B VMHTepHeTe, O TOM, YEM OHW 3aHATbl TakUM
obpasom, ByaTo peyb MAeT O ApY3bsiX B peanbHOM xu3HU. CnpawmBante o noaax, ¢ KOTOpbIMU AeTu obLiatoTes
nocpeacTBoM Cny6 MrHoBeHHOro obMeHa coobLeHnsamMm, 4tTobbl yoeanTbes, YTO 3TN N0AN UM 3HAKOMBI.

4. Ncnonb3ynte cpenctsa GNOKMPOBaHWUS HEXenaTenbHOr0 KOHTEHTa Kak AOMOMHeHue K CTaHAapTHOMY
PoouTtenbckoMy KOHTPOSH.

5. HeobxoguMmo 3HaTb, KakMMuM 4aTamu nonb3ytotcs Bawwm getn. [Moowpsante umcnonb3oBaHue
MOLEpPUPYEMbIX YAaTOB M HacTamBanTe, YTOObl AeTM He 0BLLanncb B NPUBATHOM pPEXMME.

6. HactanBanTe Ha TOM, YTOObI AETU HUKOrAA HE BCTPEYanNUCh JINYHO C ApY3bsMU U3 CETU VIHTEpHET.

7. Mpuyunte geten He BblgaBaTb CBOK fIMYHYIO MHAOPMaUMIO CPeAcTBaMM SMEKTPOHHOW MOYThbl, YaTos,
CMUCTEM MFHOBEHHOro obmMeHa coobLeHNsaIMM, PErMCTPaLMOHHBIX POPM, NNYHBIX Npodmnen n npyn permcTtpaumm Ha
KOHKypcCbl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHus. OBbACHUTE MM, YTO OHM MOTYT
Cry4YanHo 3arpy3vTb BUPYCbI UNW ApYroe HexenartenbHoe nporpammHoe obecneyeHue.

9. MNpuyunTe Bawero pebeHka coobwaTe Bam O nobbix yrpo3ax Unu TpeBorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHuTe getam, 4To OHM B Ge3onacHOCTW, €CriM camu pacckas3anu Bam, O CBOMX Yrpo3ax Wnv TpeBorax.
lMoxBanute ux n NOCOBETYNTE NOAONTY eLue pa3 B NogobHbIX criyyasix.

10. Pacckaxute petam o nopHorpacduu B WHTepHeTe. lNMomornte MM 3awmMtutbCca OT cnama. Hayuute
NoapoOCTKOB He BblgaBaTb B VIHTEpHETe CBOEro pearnbHOro SMEKTPOHHOIO agpeca, He OoTBevYaTb Ha
HexenaTtenbHble MMCbMa U MCMOMb30BaTh CneunarnbHble MOYTOBbLIE (PUNBTPLI.

11. Mpuy4ynTe cebsa 3HAKOMUTBCA C CanTaMu, KOTOPbIE NOCeLLaloT NOAPOCTKU.

12. Hayuute petei yBaxkatb APYrMX B UHTEpHeTe. Y6eamTech, YTO OHM 3HAOT O TOM, YTO NpaBuiia XOpoLLIEro
rnoBefeHns AeACTBYIOT Be3e - AaXe B BUPTyanbHOM MUpeE.

13. OObsicHMTe [OeTsiM, 4TO HM B KOEM crydae Henb3s wucnonb3oBaTb CeTb ANA  XyrNWUraHcTBa,
pacnpocTpaHeHWsl CNNETEH UNK Yrpo3 APYIUM FHOASM.

14. O6cyanTe ¢ NoApocTKamMmn NpoGnemMbl CeTeBbIX a3apTHBIX UIP U UX BO3MOXHbIA pUck. HanomHuTe, yto
[AeTV He MOTYT UrpaTtb B 3TU UIPbl COMMAcHO 3aKOHY.

[MOCTOSIHHO KOHTPONMPYNTE Ucnonb3oBaHue MIHTepHeTa Bawum pebeHkom! OTO He HapyLLeHMe ero JIMYHOro
NPOCTPaHCTBa, a Mepa NpeaoCTOPOXHOCTU 1 nposiBneHne Ballen poantensckon 0TBETCTBEHHOCTU 1 3a60ThI.
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